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ABSTRACT:

We present software for deriving innovative metrics describing dominant parts of the internal structure of
large networks. The algorithm is sufficiently fast for the network metrics to support real time monitoring of
network dynamics. The network connections (connectivity matrix) are mathematically constructed by
capturing the appropriate header parameters of selected internet/network traffic. Our metrics are in part
derived from a network cluster decomposition that is based upon a physical model analogy for the network
that is very rapidly evolved revealing cluster structures. Certain of the metrics consist in part of Renyi
(generalized Shannon) entropy measures on the resulting network clusters and subclusters. This evolution
depends upon the connectivity matrix and revels many qualitative features of the network.

1.0 INTRODUCTION

Network systems have very complex structures and temporal behavior because of their intensive
nonlinear and convoluted information dynamics. Therefore, recent advances in the mathematical physics of
complex systems, as well as computational biology, for the modeling and simulation of complex systems
could provide the framework and scale level needed for the development of a quantitative foundation for
cyberspace systems.

Paper presented at the RTO IST Symposium on “Adaptive Defence in Unclassified Networks”,
held in Toulouse, France, 19 - 20 April 2004, and published in RTO-MP-IST-041.
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Monitoring of Network Topology Dynamics ORGANIZATION

Existing approaches for the study of network information traffic usually include the study of the
dependence of network stability in terms of network complexity and topology (see, for example [1,2] and
references therein); signature-based analysis techniques; and statistical analysis and modeling of network
traffic (see, for example [3-6]). Recently, methods have been proposed to study both spatial traffic flows [7],
and correlation functions of irregular sequences of numbers occurring in the operation of computer networks

[8].

In this paper we describe the developed network monitoring technique based on new approaches [9-
12]: one for reconstruction of network topology, using a physics analogy of the motion of particles in a liquid
medium in a multi-dimensional space, and another for rapid monitoring of topology dynamics, using
generalized entropies.

2.0 ALGORITHM DESCRIPTION

For network cluster decomposition we use an algorithm based on an analogue physical model which
is dynamically evolved. The detailed algorithm description is given in papers [9-11]. Here we recall the main
features of the algorithm. To describe the connectivity of a network with N nodes we use the connectivity

matrix C (nxn), refereed to in graph theory as the adjacency matrix. We allow matrix elements C ; tobe

only 0 or 1 - for disconnected and connected nodes iand j, correspondingly. It should be noted that if two

matrices differ only by the labeling of the vertices, effecting the permutation of rows (columns), they
represent the same network.

n(n—-1)
2

The number of C matrices representing the same network is equal to 2 and is very large already
for moderate size of network. We are looking for the unique matrix C which has block-diagonal structure
representing the active dynamically connected groups of node on the given network. To solve this problem
avoiding large number (n!) of operations in combinatorial approach, we use a completely symmetric and
unbiased initial configuration which does not depend on the numbering: place the 7 nodes of the network at
the 7 vertices of a symmetric simplex inscribed inside the unit sphere in 7 —1dimensions. All vertices are
equidistant from the origin and from each other.

The distance between any pair of vertices of the simplex i.e. between any pair of the nodes is,

therefore:
. 2n R
|7 =T, |= P foralli=j i,j=1.n, (1)
. —

We next consider the nodes as massive point-like particles and endow our system with some
dynamics introducing an attractive force between points corresponding to nodes which are connected in the
initial network of interest.

Thus we postulate linear forces

)
‘)

Y

177-,»(?,-,6)=g(0,»,~)(?: 2)

|7

N

15-2 RTO-MP-IST-041



Monitoring of Network Topology Dynamics

where the g(Cij) is the intensity of interactions as a function of the value of matrix element C ;. To be the

force attracting the point mass 7 to the point mass j , in the direction of 7, — FJ . To retain the initial symmetry
and avoid any biasing we take the same force law for all pairs. Then the only way information about the
specific graph of interest is communicated to our dynamical n body system is via the overall strengths
g(C;) of the forces. In the presented program the default value of g(C;) is equal to zero if C ;= 0.

Next let our point move according to first order “Aristotelian Dynamics™:
ﬂ —L=F=)F, (3)
j

which corresponds to particle motion in a very viscose liquid (this let us use more simple differential
equations of first order instead of second order equations for standard Newtonian dynamics). To preserve the

initial symmetry we take all viscosities £, =1.

With only attractive forces present our 7 point system eventually collapses towards the origin.
A collapse of all n points happening before the vertices belonging to “clusters in the networ
separately concentrated in different regions defeats our goal of identifying the latter clusters.
To avoid the radial collapse we constrain7; , to be at all times on the unit sphere.

91

have

While the above avoids the radial collapse, the residual tangential forces can still initiate a collapse at some
point on the unit sphere. After a sufficient time (or sufficiently many steps in evaluation of our dynamic
system) has elapsed so that any point moved on average an appreciable distance away from its initial location
geometrical clusters of points tend to form. The points in each geometrical cluster correspond to the original
vertices in a cluster of the network which these points represent. (We recall the definition of a cluster in the
graph/network as a subset nodes with a higher number of connections between them than the average number
of connections with ““external" nodes, which are not in the cluster.)

Then, calculating the mutual distances between nodes, one can separate them into groups of the
clusters. Therefore, scaling the parameter of the “critical” distance one can re-define clusters based on the
intensity of connections, and to resolve sub-clusters of the clusters. It should be noted that definition of the

function g(Cij) gives the principal for a cluster definition: intensity of connections, e-mail exchange, etc.

For monitoring rapid changes of the network topology we calculate mutual entropies of the network
(see for details refs.[10,12]). To do this we redefine the connectivity matrix in terms of probabilities of the
connectivity in such way that each matrix element represents the probability that two nodes are connected to
each other. Thus we normalize the connectivity matrix C so that

ZC =1. “

i,j=l1

Then the sum over all columns P, = ZjC ; can be considered as the probability of the connectivity

for the node i, and the Shannon entropy

RTO-MP-IST-041 15-3



Monitoring of Network Topology Dynamics ORGANIZATION

n
H(row)=~) PlogP, (5)

j=1
is a measure of the uncertainty of the connections for a given network. In the same way one can define the
entropy for “inversed” connections: H (column).(Due to symmetry of the connectivity matrix in our case,

H(row) = H(column).) The amount of mutual information (or negative entropy) gained via the given
connectivity of the network is

1(C) = H(row)+ H(column)— H(column | row)

N (6)
LJ
where
H(column | row) = —Z C, log(C)). (7)

i,j

It should be noted that /(C) does not depend on the vertex relabeling, and, as a consequence, this is a

permutation invariant measure for the connectivity matrix. If the mutual entropies for two connectivity
matrices are different, they represent different topological structures of network. This entropy is already
sufficient to distinguish even between graphs that are normally cospectral.

The obvious extension of this definition of mutual Shannon entropy (information) could be used for
calculations of mutual Rényi entropy . For example, based on definition of Rényi entropy [13], the
expressions in egs.(5) and (6) are
transformed into

H, (row)=— ! logZBq (8)
l-¢q =1
and
1 n
H  (column|row) = —ITZlog(qu), 9)

i,J
giving mutual information Rényi 7, (C) for the given matrix C.

Using the Rényi information, one can not only distinguish between different network topologies on
the base of the connectivity matrixes but extract information about network topology, such as number of
clusters, cluster’s dimensionalities etc. Moreover, by monitoring appropriate functions of mutual information,
one can observe in real time a change in topology of the given network including a cluster formation,
disappearance or appearance of group connections, change of the connection “styles”, and other features.

For example, the difference between mutual Shannon information and Rényi information of kind 2 (g =2)

displays a sharp dependence of the size of the formed cluster (Figure 1).
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Structural Information (11-12)
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Figure 1: The difference between mutual Shannon information and Rényi information of kind 2.

This gives a unique opportunity to monitor dynamical behavior of the network in real time. It should
be noted that different entropies are sensitive to different patterns of network topology (such a size of clusters,
number of clusters, fractional dimensionality, etc), therefore many important properties of network can be
extracted using suggested methods.

3.0 PROGRAM DESCRIPTION

Based on the described algorithms we have developed the real time network system “Ipcluster” for
dynamical reconstruction and monitoring network communications. The program contains three modules:
capture and connectivity matrix construction, analysis, and visualization.

The capture module is a program which puts the network card of the computer in promiscuous mode,
captures the network packets and dumps the packets along with the specified headers parameters to a file (as a
back-up). Then builds a connectivity matrix for all currently active nodes based on their IP addresses.

The analysis module applies the topology reconstruction (cluster identification) algorithm and
calculates a set of Rényi entropies for the obtained connectivity matrix. In the current program the complexity
of algorithms are and for the topology reconstruction and entropy calculations, correspondingly. Therefore,

RTO-MP-IST-041 15-5
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we can separate the time intervals for topology analysis and entropy monitoring, since the last one can be
done in much less time.

The visualization module (see the typical snap short on Figure 2) presents both results of topology
reconstruction and entropy on separate windows.
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]
4] [»]
START STOF

'ipcluster’ [FRAGMENT 18] exited..
EMTROPY (1-) -= 2.146434 [STEP 0]
EMTROPY (2-1) -= 0.063945 [STEF 0]
starting 'ipprocess' [FRAGMENT 159].
'ipprocess’ [FRAGMENT 19] exited..
starting 'ipcluster’ [FRAGMENT 14]..
‘ipcluster’ [FRAGMENT 193] exited..
EMTROPY (1-) -= 2.133382 [STEF 0]
EMTROPY (2-1) -=-0.171723 [STEF 0]

Figure 2: Visualization Module Snapshot
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The two upper windows represent the reconstructed cluster structure of the network within the given

time delay Af. The cluster representation in each window uses different colors for continuously active
connections during current Af¢ period; for connections which existed for the previous time interval, but
disappeared for the current Af; and for connections that just appeared for the current A¢ period. Therefore,
one can monitor topological changes on the network with the interval Az .
Two lower windows present the histograms for chosen combinations of generalized mutual entropies as
functions of time. It gives the opportunity to monitor particular topological structures in the network for which
the given function of entropies is sensitive most. The upper windows are refreshed with the interval Az, but
the lower ones plot continuous histograms over time.

It should be noted that the visualization module dynamically analyze the reconstructed cluster
structure for each Af interval. By the end of each interval, it applies the reconstruction algorithm on the
captured packets and displays the reconstructed topological structure. During the process of reconstruction,
another thread to capture traffic packets for the next step is running. Therefore we do not lose any network
traffic.

The current version of the program lets to choose a variety of options for definition of different
actions as a connection, as frequency of connection, port of connection, protocol etc. Also we can vary time of
monitoring and frequency of analysis, as well as different sets of mutual information to be visualized.

4.0 CONCLUSIONS

The presented program for real time network topology monitoring provides extremely fast method
and confirms readability and efficiency of the approach developed in papers [9-13]. It may be used for real
time monitoring of large networks and the internet. The presented algorithms may be also applied for
dynamical monitoring and analysis of different kinds networks, for example communication networks, social
networks etc. It provides quantitative method to define connected groups (clusters) one large networks with
the ability to extract topology (structure and sub-structure of clusters) of the given network in real time with
elements of visualization
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Network Topology
— Introduction 1

m Pervasive nature of networks
= Communication (phone & internet)
= Transportation (air, highway, rail, water,
pipeline)
= Utility (water, sewer, power)
= Distribution (supply and distribution)
= Social (organizational, relationships)
= Biological (neural, fluid)

15-3



Network Topology
— Introduction 2

m Networks are exceptionally complex & difficult

= The combinatorics becomes overwhelming
For any topology there are n! ways to relabel the nodes

= |dentical topologies not easily discerned
n! relabeled connectivity matrices must be compared

= Classifications are usually isospectral
(eignenvalues of different topologies are the same)

= Difficulties reside in the symmetry under the
permutation (symmetric) group
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Network Topology
- Introduction 3

m One cannot see the forest for the trees

= A network of 1 Million nodes is represented by a
connectivity matrix with 1 trillion ones and zeros or a
trillion lines in the graph shown — all of apparently the
same value

= A hierarchical analysis or classification is not
available to classify networks dominant to less
dominant.

m There is nothing similar to satellite photography of the
ground viewed at different resolutions

15-6



Network Topology
- Introduction 4

m Internet
= Extremely large number of nodes
= Critically important to optimize and maintain

= Extremely important to protect systems from
Intrusions, attacks, and aberrant behavior

= Yet there Is not yet an adequate mathematical
foundation to solve these problems

= Currently we solve these problems more from
experience and practical techniques.

15-7



Our Approach - 1

m Our approach: If we could identify the dominant
changes in the topology we might could better
optimize, manage, and thwart intrusions.

m Dominant changes implies we have a
hierarchical approach of more to less important)

m Then aberrant topologies may be linked with
undesirable behavior or attacks

15-8



Our Approach - 2

m Our techniques to understand topology

= Clusters — how to identify

= Entropy & generalized Renyi entropy

= Entropy differences

» Fast algorithms to track large systems in time
m Our more recent techniques

= Lie Group Theory & Markov Processes

15-9



Connectivity Matrix

m One can exactly specify a network by the
connectivity or adjacency matrix defined
by C; = 1 if nodes | & ] are connected, and
= 0 otherwise.

m |t IS Important to note that the diagonal can
be set to O (if a thing Is considered not
connected to itself) or 1 (if it Is).

m Thus the diagonal is arbitrary

15-10
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A Cluster Identification Algorithm

m Use symmetrical initial configuration of
network as equally spaced nodes in n-1
dimensions (hyper-tetrahedron)

m Connected nodes have a ‘force of
attraction while unconnected nodes have
a force of repulsion) with 1 order dynamics

m [terate the system to ‘condense’ clusters
at hierarchical levels.
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Dynamical Tracking

m Use clusters to identify groups of nodes
for the computation of generalized
entropies of the form: a*log(b(P"))

m Track the entropy of different clusters over
time along with the entropy differences

m |[dentify large topological changes with
aberrant changes in the entropy of
component clusters.

15-13



Capture Program

= We have built a lightweight version of a Cij

capture program (snort type program)
which can be easily adjusted to capture
the routing information from servers and

build the associated C; rapidly.

m Display technigues were developed to
monitor these changes over time.
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Primary Results

m Although all of the different entropies are
sensitive to cluster changes over time, the
entropy differences seem to be the most
sensitive.

m Our current work is in the collection of
data on correlating aberrant behavior with
generalized entropies of identified clusters
and entropy differences.

15-15



DARPA Funded Initiative

m University of South Carolina

= Complex Problems Group
= 5 past DARPA Awards
= A new award is pending
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New Work Uses
Markov Type Lie Groups
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Techniques for the problems

m We are using methods from
= Lie Groups & Lie Algebras
= Markov & General Linear Transformations
= New interpretation of eigenvalues
= Non-recurring paths identified

= Hierarchical expansion of an ‘information
function’
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'System’ space & dynamics

How do we describe the network system
space — Compare to physics.

= W
= W
= W

m The

nat is the ‘space’ (like 3 dim. for particles)
nat are the metrics (momentum, force..)

nat are the dynamical laws.
state of the system Is a matrix C; and

not a vector

15-20



Linkage of Markov Groups &
Networks

m Observation: C; Is an element of the Markov Lie
Algebra (mon0|d) (when the diagonal = negative
sum of column).

= C; generates conserved flows of a conserved quantity
or entity (information, water, goods, people ....).

= Other diagonals represent GL(n,R) transformations
with birth/decay of quantity at the nodes at fixed
rates.

= This allows the power of Lie groups and Lie algebras
= A static problem is now seen as dynamic
= Multiple areas of mathematics are now connected

15-21



C;; meaning

m Does this help give meaning to the eigenvectors
& eigenvalues of C; ?

m Yes: This group theory approach gives meaning
to the eigenvalues as exponential rates of
approach to equilibrium

m The eigenvectors are those combinations of
nodes with a unique information flow rate ( the
associated eigenvalue) in an approach to
equilibrium.
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